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Intruders have all the aces...

Internet access IS

Hard to analyse all tra
networks.

Domination by a small numbe
A Find an exploit and you have millions @

User mobility
A Traditional perimeter security of limited use
A The death of firewalls? [see Life without firewalls, A. Singer, USE

Rapid dissemination of exploits among hacker
community

New technology weaknesses (e.g. WEP)
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ophistication vs. Intruder Technical Knowledge

“stealth” / advanced ; Tools
scanning techniques

High packet spoofing: denial of service!
sniffers: ' - bbOs
E attacks
Intruder sweepers : WV\:(W
Knowledge attacks
¢ automated probes/scans

. GUI
back doors;

disabling audits;  network mgmt. diagnostics

. ihijacking
burglaries i sessions

Attack

o exploiting known vulnerabilities
Sophistication

password cracking

self-replicating code A K
Low Epassword guessing ttackers

1980 1985 1990 1995 2000

Source: CERT Coordination Center, Pittsburgh
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W Systems are

®m User behaviour is getting more

“Head-spinning” Complexity

A How many line
did it take to patch £

A Technologies increasing
A Mobile code

A People want pervasive presence
A Business need for constant change and fle
A Harder to profile “typical” behaviour



eal Example: Telecoms industry OSS

Key:

<« Internal data flow

«——— External data flow

o s s

‘Common Interface Layer

- Pending data flow

NAME  System appears twice

| Planned systems
I
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il print
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Types of Intruder

External pe
A Access to syste

Masquerader

A Exploitation of legitimate use
far as system is concerned, me

Misfeasor
A Misuse of authorised access

Clandestine User
A Qperation below the level at which audit trail data |

A For example, gaining root access and suppressing loggi
cover tracks
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Host-based intrusion detection

Collect & anc
hosts a service

Normally based on Ic
A OS - e.g. UNIX syslog,
A Applications (web servers, mai

Advantages:
A Good for insider attacks
A Can detect unauthorised file modifications

Problem of scalability:
A As # hosts grows, difficult to deploy and manage IDS on e



Network-based intrusion detection

m Scrutinises f
A e.qg. by setting IC
® Advantages:
A Can detect attack on host

® Disadvantages:
A Limited where host encrypts packets

A Hard to do much per-packet processing
gigabit interfaces

> > > > > > > > > > > > > > > > >
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®m Misuse Dete

® Anomaly Detection

Misuse Detection vs. Anomaly Detection

A Pattern matching
A Collected data comp
A Positive match => intrusio

A Statistical tests used to determine abnor
A Model “normal” behaviour and observe deviatic
A Assumes attack behaviour differs from legitimate ac
A Data collected on behaviour of legitimate users over ti



Intrusion Detection & Honeypots — Jimmy McGibney — INET/IGC 2004 Barcelona

Sei

[l

Misuse vs. Anomaly Detection

Misuse Detection

Fewer false alarms

IDS vendors maintain and issue
signatures of known attacks

Fast processing (non-fuzzy
matching)

Can require ma
power

No training required

Difficult to train in highly c
environments

Rule maintenance difficult
(due to sheer number required)

Fewer rules
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B EXxpressic

m State transition mode

Some Misuse Detection Techniques

A Using regula
sighatures

A Apply every event collectec
machine.

A State transitions occur on certain eve
A Certain states defined as indicating intrus



Some Anomaly Detection Techniques

Statistical
A Thresholds
A Mean and standard de

A Markov process model de
Alert raised if unlikely state tra

m System call traces

A Model sequences of system calls for not
usage & compare monitored sys call traces

®m Protocol verification
A Check for unusual or illegal use of protocol

®m File checking using digest/checksum

> > > > > > > > > > > > > > > > >
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IDS Effectiveness

m Objective:
alarms
A low detection rate =>
A too many false alarms =>

m Difficult to achieve this due to k

Example:
- 99.9% test accuracy [99.9% detection rate, 99.9% of normal usage yields negative]
- 1in 100,000 of all events relate to intrusions

Then
Prob.(FalseAlarm) = Prob.(NotIntrusion | PositiveResult)

> 99% by Bayes’ Theorem
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Interoperability

Some embryonic

B Common Intrusion D
A U.S. DARPA project, late

® |ETF Intrusion Detection Worl

A QObijective:
“to define data formats and exchange proce
information of interest to intrusion detection anc
systems, and to management systems which ma
interact with them”

A 3 Internet-Drafts:
Intrusion Detection Message Exchange Requirements (expirec
Intrusion Detection Message Exchange Format
The Intrusion Detection Exchange Protocol (expired)

> > > > > > > > > > > > > > > > > >
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m IDWG

Data
Source
Activity
Event
Sensor > Analyser

1

Interoperability

i

Manager

]

Security

Policy

Administrator




Performance

m Distributed
A Carry out proce

A Need to correlate be
various components

® Multiple IDS instances, with s
Into several smaller streams

® Whitelisting

A Rather than characterise attacks, define prc
good traffic. Pre-filter good traffic and send
remainder to IDS

> > > > > > > > > > > > > > > > >
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IDS Products

®m Leading prc
A False positive rat

A Can get some benef
of rules

®m A selection of leading produ
A Snort (open source)
A RealSecure & BlackICE (Internet Securit
A Cisco IDS (Cisco)
A eTrust (Computer Associates)
A Entercept (McAfee)
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Honeypots

Definitic
A %A resource
or compromisec

B System or componen
lure attackers

®m By definition, all activity on a t
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®m Advantage

Value of Honeypots

®m Collect small de
® Reduce false positi\
m Catch new attacks, false
® Work in encrypted or IPv6 el
®m Simple concept requiring minima
Disadvantages

®m Limited field of view

®m Fingerprinting allows attackers to spot honeypots
® May introduce risk
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® Research Honeypo

Deployment

A Designed to [
A Aid incident preve

A Designed to better understs
models, etc

A Capture automated threats
A Early warning about new attacks
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® Medium-interaction

® High-interaction

Level of interaction

A e.g. telnet promp
A Easy to manage; low
A Gathers limited data (IP ac

A e.g. give attacker virtual OS or imitate
A More work to set up; more valuable data;

A e.g. allow attacker access real OS with real service
A Can learn a lot: new tools, detailed attack patterns, etc
A Harder to manage; most risk
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Honeypot examples

honeyd

A monitors network o
Interaction

BackOfficer Friendly

A free Windows honeypot; like b

ManTrap
A high-interaction commercial honeypot
A virtual OS on which you can install productio

“*home-grown”

A Any system can be deployed as a honeypot if it has no
USers or services - just set it up and see what happens!

A Warning: Compromised systems can be used to launch
attacks so be careful (e.g. block outgoing traffic)



Honeynets

® Very high-
® Mimics a real-wc

m Often a network of t
firewall

® Honeynet Project: large-scale
objective to learn more about atte
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Some new IDS ideas & developments

m Artificial cree
of automated a

® Information theory ap
A Attack events tend to be

A Can analyse min #bits to which
compressed (Kolmogorov Comple

® Models based on biological immune

> > > > > > > > > > > > > > > > >

Intrusion Detection & Honeypots — Jimmy McGibney — INET/IGC 2004 Barcelona

SEE'::

[



Intrusion Detection & Honeypots — Jimmy McGibney — INET/IGC 2004 Barcelona

SEE'}

> > > > > > > > > > > > > > > > >

[

SEINIT approach (early stages)

Use of honeyp
A ldea of “virtual ring

A Honeypot placed in ring t
capabilities

A e.g. activity on honeypot indicate
happening within ring => update polic

A Objective is an IDS that is adaptive and
positive rate

Distributed and p2p IDS

Wireless IDS sensors & honeypots
IPv6 honeypot



Summary of Main Challenges

Ideal Is a sy

® Does notrely c
signatures

m Can keep running in t
m Can learn to adapt to chang
m Generates few false alerts

> > > > > > > > > > > > > > > > >

Intrusion Detection & Honeypots — Jimmy McGibney — INET/IGC 2004 Barcelona

Se%

[



> > > > > > > > > > > > > > > > > >

Intrusion Detection & Honeypots — Jimmy McGibney — INET/IGC 2004 Barcelona

Seﬁﬂ

® Vulnerabilities &

For more information

A http:/lwww.cert.org/

IDS
Northcutt & Novak, Network Intr
Spafford et al, Practical UNIX & Inte
Cox, Managing Security with Snort & IDS
http://www.ietf.org/html.charters/idwg-charter.
http://www.sans.org/resources/idfaq - SANS FAC
http://www.securityfocus.com/ids - articles, mailing list

Honeypots & Honeynets
A Spitzner, Honeypots: Tracking Hackers, Addison-Wesley, '0

A Honeynet Project, Know Your Enemy: Revealing the Security Toa
Tactics, and Motives of the Blackhat Community, Addison-Wesley, °

A http://www.tracking-hackers.com/misc/fag.html - Honeypot FAQ
A http://lwww.honeynet.org/ - The Honeynet Project
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® Questio
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